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can it be that the practices around the production of 
software are an important element of privacy research? 
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“the right to be let alone” 
Warren and Brandeis 

data minimization

avoid single point of failure

open source - it takes a village to keep it secure

properties with mathematical guarantees
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“right of the individual to decide what 
information about himself should be 

communicated to others and under what 
circumstances” Westin

data protection/FIPPS compliance

transparency and accountability

individual participation and control
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“the freedom from unreasonable constraints 
on the construction of one’s identity” Agre

improve user agency in negotiating privacy

privacy integral to collective info practices

aid in privacy decision making

transparency of social impact
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machine learning/AI and privacy

negative: undermine technical privacy protections?

positive: strengthen technical privacy protections?

co-evolution: how can we do ML/AI differently?
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website fingerprinting (Juarez et al., CCS 2014)

negative

positive

co-evolution

obfuscation (location: Shokri, query:Nissenbaum)

anonymouth (McDonald et al., PETs, 2012)

differentially private recommender systems (McSherry et al, SIGKDD, 2009)

privacy preserving deep learning (Shokri & Shmatikov, CCS, 2015)

integrating PETs into agents, (Such et al., Knowledge Engineering Review, 2013)
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privacy policy 
languages

bypassing access control (PowerSpy, Michalevsky et al., USENIX, 2015) 

negative

positive

co-evolution

automatically analyzing privacy policies (Zimmeck, USENIX, 2014)

mining privacy goals from policies (Bhatia et al., TOSEM, 2016)

discrimination discovery, characterization and prevention (FATML)

A multidisciplinary survey on discrimination analysis 
(Romei and Ruggieri, Knowledge Engineering Review, 2013)
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facebook emotional contagion study 
(Kramer et al. Proc. of National Academy of Sciences, 2014)

negative

positive

co-evolution

improve privacy decision making and management 
(Knijnenburg and Kobsa, TiiS, 2013; Lin et al., USENIX, 2014)

transparency through quantitative input influence (Datta et al. IEEE S&P, 2016)

explanatory debugging to personalize interactive machine learning 
(Kulesza et al., ICIUI, 2015)

privacy agents
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privacy engineering

the field of research and practice that designs, 
implements, adapts and evaluates theories, 
methods, techniques, and tools to systematically 
capture and address privacy issues when 
developing socio-technical systems.

Gurses and Del Alamo, Privacy Engineering: Shaping an emerging field of research and practice, IEEE S&P, 2016.
http://vous-etes-ici.net/wp-content/uploads/2016/04/IEEESP_Pre.pdf

http://vous-etes-ici.net/wp-content/uploads/2016/04/IEEESP_Pre.pdf
http://vous-etes-ici.net/wp-content/uploads/2016/04/IEEESP_Pre.pdf
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methods: 
approaches for systematically capturing and addressing privacy issues 
during information system development, management and maintenance



techniques: 
procedures, possibly with a prescribed language or notation, to accomplish 
privacy-engineering tasks or activities



tools: 
(automated) means that support privacy engineers during part of a privacy 
engineering process.
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• Privacy has many definitions and this has led to 
paradigmatically different privacy research within computer 
science

• Privacy engineering is the discipline that works on the gap 
between privacy research and software engineering 

• it is not about data management only

• Software engineering practice increasingly leans on 
machine learning and artificial intelligence

• The interaction of privacy and machine learning is a 
flourishing field

• The development privacy engineering methods, techniques 
and tools is instrumental for making this research 
actionable

CONCLUSION



• Please contact me for further references

• seda  AT esat.kuleuven.be

thank you!


