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getting privacy engineering right?




getting privacy engineering right?

= software
"""a“vh <€  uineering
researc Pactis




: software
WPVACY ey o1 5ingpring




: software
WPVACY s o507







can it be that the practices around the production of
software are an important element of privacy research?
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privacy as privacy as
confidentiality control
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“the right to be let alone”
Warren and Brandeis

data minimization

privacy as

: . properties with mathematical guarantees
confidentiality

avoid single point of failure

open source - it takes a village to keep it secure




secure anonymous
messaging communications







PRIVAGY RESEARGH PARADIGMS

“right of the individual to decide what
information about himself should be
communicated to others and under what
circumstances’ Westin

privacy as
control
data protection/FIPPS compliance

transparency and accountability

individual participation and control







Bell Group

information ways we use your information information sharing

we collect to provide
service and other public
maintain site  marketing telemarketing profiing companies forums

Access to your information pell.com

This site gives you access 10 your contact data and some S000 Forbes Avenue

of its other data entified with you Prisburgh, PA 15213 United States
Phone: 800-555-5555

How to resolve privacy-related disputes with this site holp@bel.com

Piease emad our customer service deparment
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Austin Kane shared a link.
|:] Status Photo & Place U Life Event % 8 December near Wilsonville, O

What's on your mind? http://www.liveleak.com /view?i=1c3_1323325763

Lawlz dubstep cats.

42 Fricnds «
LiveLeak.com - Kittens waking up from

painkillers after a visit to the vet.
' www.liveleak.com

Are you sure you want to make
your photo public?

Mo | [ Lves |

slide: Lorrie Cranor




=) Update Status [ Add Photo / Video =- Ask Question

heat in the moment|

You will have 10 seconds to cancel after you post the update

(=) Update Status [@ Add Photo / Video =- Ask Question

heat in the moment

Your post will be published in 3 seconds. Post Now | Edit It | Cancel

slide: Lorrie Cranor
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privacy as privacy as
confidentiality control







machine learning/Al and privacy
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website fingerprinting (Juarez et al., CCS 2014)

obfuscation (location: Shokri, query:Nissenbaum)

privacy as

COnfidentiaIity anonymouth (McDonald et al., PETs, 2012)

differentially private recommender systems (McSherry et al, SIGKDD, 2009)
privacy preserving deep learning (Shokri & Shmatikov, CCS, 2015)

integrating PETs into agents, (Such et al., Knowledge Engineering Review, 201 3)
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bypassing access control (PowerSpy, Michalevsky et al., USENIX, 2015)

pnvacy as automatically analyzing privacy policies (Zimmeck, USENIX, 2014)

CO ntl’0| mining privacy goals from policies (Bhatia et al., TOSEM, 201 6)

discrimination discovery, characterization and prevention (FATML)

A multidisciplinary survey on discrimination analysis
(Romei and Ruggieri, Knowledge Engineering Review, 201 3)




PRIVAGY RESEARGH PARADIGMS
S regave

facebook emotional contagion study
(Kramer et al. Proc. of National Academy of Sciences, 2014)

improve privacy decision making and management
(Knijnenburg and Kobsa, TiiS, 201 3; Lin et al., USENIX, 2014)

privacy agents

transparency through quantitative input influence (Datta et al. I[EEE S&P, 201 6)

explanatory debugging to personalize interactive machine learning
(Kulesza et al., ICIUI, 2015)







privacy engineering

the field of research and practice that designs,
implements, adapts and evaluates theories,
methods, techniques, and tools to systematically
capture and address privacy issues when
developing socio-technical systems.

Gurses and Del Alamo, Privacy Engineering: Shaping an emerging field of research and practice, IEEE S&P, 201 6.
http://vous-etes-ici.net/wp-content/uploads/2016/04/IEEESP_Pre.pdf
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privacy theory

. data protection
privacy FIPPs

non-absolute I contextual

relational

opacity of the individual




privacy theory




privacy theory

methods techniques




methods:
approaches for systematically capturing and addressing privacy issues
during information system development, management and maintenance

IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. 35, NO.1, JANUARY/FEBRUARY 2009

Engineering Privacy

Sarah Spiekermann and Lorrie Faith Cranor, Senior Member, IEEE

identifiability

Approach
to privacy
protection

Linkability
of data to
personal
identifiers

System Characteristics

pseudonymous

privacy
by
policy
(notice and
choice)

linked

« unique identifiers across databases
« contact information stored with profile information

linkable with

reasonable &

automatable
effort

* no unique identifies across databases
» common attributes across databases
« contact information stored separately from profile

or transaction information

anonymous

privacy
by
architecture

not linkable
with

reasonable
effort

* no unique identifiers across databases

* no common attributes across databases
« random identifiers

« contact information stored separately

from profile or transaction information

« collection of long term person characteristics on a

low level of granularity

« technically enforced deletion of profile details at

regular intervals

unlinkable

* no collection of contact information
* no collection of long term person characteristics
* k-anonymity with large value of k




technigues:
procedures, possibly with a prescribed language or notation, to accomplish
privacy-engineering tasks or activities

Eddy, a formal language for specifying and analyzing data flow
specifications for conflicting privacy requirements

Travis D. Breaux - Hanan Hibshi - Ashwini Rao

— Modal phrase “will” indicates an assumed permission

Transfer keyword
I_ I-— Datum |— Target

Purposes

provide your information to third party companies to perform

services on our behalf, including payment processing, data analysis, e-mail

delivery, hosting services, customer service and to assist us in our marketing




tools:
(automated) means that support privacy engineers during part of a privacy
engineering process.

Tor Experimentation Tools

Fatemeh Shirazi Matthias Goehring Claudia Diaz
TU Darmstadt/KU Leuven TU Darmstadt KU Leuven/iMinds
Darmstadt, Germany Darmstadt, Germany Leuven, Belgium
fshirazi @cdc.informatik.tu-darmstadt.de de.m.goehring @ieee.org claudia.diaz@esat.kuleuven.be

s TECHNISCHE

Comparison . BN

Metric Shadow TorPS ExperimenTor

downscaling, simulation with 500+ re-

. no downscaling limited by available resources
lays possible

1. Size / number of relays

A Tl not using additional weighting in node ignoring paths being dropped due to







CONGLUSION

paradigmatically different privacy research within computer
science

Privacy engineering is the discipline that works on the gap
between privacy research and software engineering

® it is not about data management only

Software engineering practice increasingly leans on
machine learning and artificial intelligence

The interaction of privacy and machine learning is a
flourishing field

The development privacy engineering methods, techniques
and tools is instrumental for making this research
actionable




® Please contact me for further references

® seda AT esat.kuleuven.be




